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DETAILED ACTION 



1. 



Claims 1-25 are pending. 



Claim Rejections - 35 USC §112 



The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

2. Claims 3 and 4 are rejected under 35 U.S.C. 112, first paragraph, as failing to 
comply with the enablement requirement. The claim(s) contains subject matter which 
was not described in the specification in such a way as to enable one skilled in the art to 
which it pertains, or with which it is most nearly connected, to make and/or use the 
invention. The cited claims provide for the counter key data format and a fixed block 
architecture format. These formats are not described in the specification to a degree 
thai would enable one of ordinary skill in the art to use the data formats. Examiner was 
unable to ascertain what the composition of the cited data formats. 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 



The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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3. Claim 17 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

4. Claim 17 is rejected under 35 U.S.C. 112, second paragraph as being incomplete 
for omitting essential steps, such omission amounting to a gap between the steps. See 
MPEP § 21 72.01 . The omitted steps are: the conversion of the received data from a 
second data format to a third data format. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

5. Claims 1-6 and 12 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Church et al US Patent No. 5,794,234 in view of Williams et al US Patent No. 
5,845,283 (hereafter Williams '283). 

6. With regards to claims 1, 3-4, Church teaches extracting data from a first 
database associated with a first computer system of first type, the extracted data having 
a first file format and a first character set format (Church, column 4 lines 1-32), 
encrypting the data using a first security key (Church, column 4 lines 25-32), storing the 
encrypted data in a shared volume provided in a storage system, the storage system 
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being coupled to a plurality of computer systems (Church, column 4 lines 33-45), 
receiving the encrypted data from the shared volume of the storage system at a second 
computer system of a second type (Church, column 4 lines 45-61 ), the first and second 
computer system being of different computer systems (Church, column 4 lines 45-50), 
converting the received data from the first file format to the second file format, the first 
file format being suitable for the first computer system and the second file format being 
suitable for the second computer system (Church, column 4 lines 55-61), decrypting the 
received data using a second security key that is associated with the first security key 
(Church, column 4 lines 45-50). Church fails to teach converting the received data from 
the first character-set format to a second character set format, the first character set 
format being suitable for the first computer system, and the second character set format 
being suitable for the second computer system. However, Williams teaches converting 
the received data from the first character-set format to a second character set format, 
the first character set format being suitable for the first computer system, and the 
second character set format being suitable for the second computer system (Williams 
'283, column 4 lines 44-47, column 8 lines 60-65). At the time the invention was made, 
it would have been obvious to a person of ordinary skill in the art to utilize Williams' 
method of conversion among character set formats with Church's electronic commerce 
system because it offers the advantage of allowing data manipulation and data 
collection among diverse sources by providing system and data interoperability 
(Williams '283, column 1 lines 20-32). 
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7. With regards to claim 2, Church as modified teaches the first computer system 
being a mainframe system (Church, column 3 lines 55-67, account system) and the 
second computer system being an open system (Church, column 4 lines 45-61). 

8. With regards to claims 5 and 6, Church as modified teaches the first and second 
character sets being either EBCDIC or ASCII formats (Williams, column 4 lines 44-47, 
column 8 lines 60-65). 

9. With regards to claim 12, Church as modified teaches the step of decrypting the 
received data using a second security key being performed after the step of converting 
the received data from the first file format to a second file format (Church, column 4 
lines 1-61) and the step of converting the received data from the first character set 
format to a second character set format is performed after the step of decrypting the 
received data using a second security key (Williams '283, column 4 lines 44-47, column 
8 lines 60-65). 

10. Claims 7-9 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Church et al US Patent No. 5,794,234 and Williams et al US Patent No. 5,845,283, as 
applied to claim 1 above, and in further view of Bruce Schneier Applied Cryptography . 

1 1 . With regards to claim 7, Church as modified fails to teach the first security key 
being a public key associated with the second computer system and the second 
security key being a private key associated with the second computer system. 
However, Schneier teaches the first security key being a public key associated with the 
second computer system and the second security key being a private key associated 
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with the second computer system (Schneier, pages 31-32). At the time the invention 
was made, it would have been obvious to a person of ordinary skill in the art to utilize 
Schneier's public key method with Church as modified because it offers the advantage 
of providing greater security by removing the likelihood that a key will be stolen during 
key negotiations (Schneier, pages 31-32). 

12. With regards to claim 8, Church as modified fails to teach the first security key 
being a private key associated with the first computer system and the second key being 
a public key associated with the first computer system. However, Schneier teaches the 
first security key being a private key associated with the first computer system and the 
second key being a public key associated with the first computer system (Schneier, 
pages 31-32). At the time the invention was made, it would have been obvious to a 
person of ordinary skill in the art to utilize Schneier's public key method with Church as 
modified because it offers the advantage of providing greater security by removing the 
likelihood that a key will be stolen during key negotiations (Schneier, pages 31-32). 

1 3. With regards to claim 9, Church as modified teaches the first and second 
computer systems are coupled to the storage system via a storage area network and 
the storage system includes at least one disk array unit (Church, column 3 lines 25-55), 
but fails to teach the first key and the second security key are common keys. However, 
Schneier teaches the first key and the second key are common keys (Schneier, page 
28). At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to utilize Schneier's common key method with Church as 
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modified because it offers the advantage of providing a fast and simple encryption 
method that is unlikely to be broken if the key is kept secret (Schneier, page 28). 

14. Claims 10-11, 16-20 and 23-24 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Church et al US Patent No. 5,794,234 and Williams et al US Patent 
No. 5,845,283, as applied to claim 1 above, and in further view of Tamaki et al US 
PGPub 2002/0059427. 

15. With regards to claims 10 and 16-18, 23-24, Church as modified teaches 
everything described above in regards to claim 1 and further teaches storing encrypted 
data (Church column 4 lines 33-45), but fails to teach storing the encrypted data in a 
first volume of the storage system, the first volume being associated with the first 
computer system wherein the plurality of computer systems are associated with a 
plurality of different companies. However, Tamaki teaches storing the encrypted data in 
a first volume of the storage system, the first volume being associated with the first 
computer system wherein the plurality of computer systems are associated with a 
plurality of different companies (Tamaki, paragraph 0048). At the time the invention 
was made, it would have been obvious to a person of ordinary skill in the art to utilize 
Tamaki's method with Church as modified because it offers the advantage of reducing 
the cost of running a data center and providing security to individual companies 
(Tamaki, paragraph 0003). 

16. With regards to claim 1 1 , Church as modified teaches the shared volume is 
configured to be accessed only by computer systems of a given company and the first 
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and second computer systems being associated with the given company (Tamaki, 
paragraph 0048). 

1 7. With regards to claim 1 9, Church as modified teaches the third format being a 
character set format of a first type and the fourth format being a character set format of 
a second type (Williams '283, column 4 lines 44-47, column 8 lines 60-65). 

18. With regards to claim 20, Church as modified teaches the step of decrypting the 
received data using a second security key being performed after the step of converting 
the received data from the first file format to a second file format (Church, column 4 
lines 1-61) and the step of converting the received data from the first character set 
format to a second character set format is performed after the step of decrypting the 
received data using a second security key (Williams '283, column 4 lines 44-47, column 
8 lines 60-65). 

19. Claims 13-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Church et al US Patent No. 5,794,234 and Williams et al US Patent No. 5,845,283, as 
applied to claim 1 above, and in further view of Williams et al US PGPub 2005/0021969 
(hereafter Williams '969). 

20. With regards to claim 1 3, Church as modified fails to teach the generating, 
transmission, and receiving of a digital signature. However, Williams '969 teaches 
generating a digital signature of the first computer system using the extracted data 
(Williams '969 paragraph 0060), transmitting the digital signature from the first computer 
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system to the second computer system (Williams '969 paragraph 0060), receiving the 
digital signature at the second computer system (Williams '969 paragraph 0061) and 
validating the received digital signature at the second computer system (Williams '969 
paragraph 0061 ). At the time the invention was made, it would have been obvious to a 
person of ordinary skill in the art to utilize William's '969 method of sending digital 
signatures because it offers the advantage of providing verification that data has not 
been altered (Williams 969, paragraph 0061). 

21 . With regards to claim 14, Church as modified teaches the digital signature sent 
over a link that is different from a communication link used to transfer the data from the 
first computer system to the second computer system (Williams 969, paragraph 0060). 

22. Claim 1 5 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over Church 
et al US Patent No. 5,794,234 in view of Bruce Schneier Applied Cryptography . 

23. With regards to claim 15, Church teaches everything described above in regards 
to claim 1 , but fails to teach the first security key being a public key associated with the 
second computer system and the second security key being a private key associated 
with the second computer system. However, Schneier teaches the first security key 
being a public key associated with the second computer system and the second 
security key being a private key associated with the second computer system (Schneier, 
pages 31-32). At the time the invention was made, it would have been obvious to a 
person of ordinary skill in the art to utilize Schneier's public key method with Church as 
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modified because it offers the advantage of providing greater security by removing the 
likelihood that a key will be stolen during key negotiations (Schneier, pages 31-32). 

24. Claims 13 and 21 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Church et al US Patent No. 5,794,234, Williams et al US Patent No. 5,845,283, 
and Tamaki et al US PGPub 2002/0059427, as applied to claim 16 above, and in further 
view of Williams et al US PGPub 2005/0021969 (hereafter Williams '969). 

25. With regards to claim 1 3, Church as modified fails to teach the generating, 
transmission, and receiving of a digital signature. However, Williams '969 teaches 
generating a digital signature of the first computer system using the extracted data 
(Williams '969 paragraph 0060), transmitting the digital signature from the first computer 
system to the second computer system (Williams '969 paragraph 0060), receiving the 
digital signature at the second computer system (Williams '969 paragraph 0061) and 
validating the received digital signature at the second computer system (Williams '969 
paragraph 0061 ). At the time the invention was made, it would have been obvious to a 
person of ordinary skill in the art to utilize William's '969 method of sending digital 
signatures because it offers the advantage of providing verification that data has not 
been altered (Williams 969, paragraph 0061 ). 

26. With regards to claim 21 , Church as modified teaches the digital signature being 
received via a local area network and the data is received via a storage area network 
(Williams '969 paragraphs 0060-0061). 
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27. Claim 25 is rejected under 35 U.S.C. 103(a) as being unpatentable over Church 
et al US Patent No. 5,794,234, Williams et al US Patent No. 5,845,283, and Tamaki et 
al US PGPub 2002/0059427, as applied to claim 24 above, and in further view of Bruce 
Schneier Applied Cryptography . 

28. With regards to claim 25, Church teaches everything described above in regards 
to claim 1 , but fails to teach the first security key being a public key associated with the 
second computer system and the second security key being a private key associated 
with the second computer system. However, Schneier teaches the first security key 
being a public key associated with the second computer system and the second 
security key being a private key associated with the second computer system (Schneier, 
pages 31-32). At the time the invention was made, it would have been obvious to a 
person of ordinary skill in the art to utilize Schneier's public key method with Church as 
modified because it offers the advantage of providing greater security by removing the 
likelihood that a key will be stolen during key negotiations (Schneier, pages 31-32). 

Conclusion 

29. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

30. Syed US PGPub 2003/0084108 discloses a system for providing a push gateway 
between consumer devices and a remote content server. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Andrew L Nalven whose telephone number is 571 272 
3839. The examiner can normally be reached on Monday - Thursday 8-6, Alternate 
Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jacques Louis-Jacques can be reached on 571 272 6962. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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